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Description of Exploration

For this sprint, I focused on exploring the implementation of role-
based access control and security clearance features in my Rails 
application. My objective was to enhance user experience for 
Shipping Agents and Logistics Managers by ensuring efficient 
workflows through dynamic role management.



Brief Overview of What You Learned

1. Role-based access control (RBAC): Dynamically 
managing permissions based on user roles.

2. Real-time feedback mechanisms: Alerts for 
restricted access areas.

3. Rails Active Record: Handling data relationships 
and validations efficiently.

4. CSS media queries and JavaScript toggles: UI 
enhancements like dark mode.

5. Database schema management: Designing for 
efficient permission storage.



Summary of Learnings and Implemented Features

1. ROLE-BASED 
ACCESS CONTROL 
IMPLEMENTATION

- DYNAMIC 
PERMISSIONS FOR 
SHIPPING AGENTS 

AND LOGISTICS 
MANAGERS.

2. SECURITY 
CLEARANCE 
FEEDBACK

- REAL-TIME 
NOTIFICATIONS FOR 
ACCESS CLEARANCE 

ISSUES.

3. DARK MODE 
INTEGRATION

- TOGGLE WITH 
PERSISTENT 

SETTINGS USING 
TAILWIND CSS AND 
LOCAL STORAGE.

4. DATABASE 
ENHANCEMENTS

- OPTIMIZED 
SCHEMA DESIGN 

AND ACTIVE 
RECORD 

VALIDATIONS.



Screenshots of Key Implementations

1. ROLE-BASED ACCESS 
CONTROL 

IMPLEMENTATION
- DYNAMIC PERMISSIONS FOR 

SHIPPING AGENTS AND LOGISTICS 
MANAGERS.

APP/MODELS/USER.RB



Continued…

2. SECURITY 
CLEARANCE 
FEEDBACK

- REAL-TIME 
NOTIFICATIONS FOR 
ACCESS CLEARANCE 

ISSUES. 

APP/CONTROLLERS/ELE
VATED_ACCESS_REQUE
STS_CONTROLLER.RB



Continued…

3. DARK MODE 
INTEGRATION

- TOGGLE WITH 
PERSISTENT SETTINGS 
USING TAILWIND CSS 
AND LOCAL STORAGE.

APP/JAVASCRIPT/DAR
K_MODE_TOGGLE.JS



Continued…

4. DATABASE 
ENHANCEMENTS

- OPTIMIZED 
SCHEMA DESIGN 

AND ACTIVE 
RECORD 

VALIDATIONS.

APP/MODELS/USER
.RB



Issues Encountered

1. Role-Based Complexity: 
Avoiding conflicts in 

overlapping permissions.

2. Real-Time Feedback 
Integration: Challenges with 
asynchronous notifications.

3. Styling Consistency: 
Ensuring contrast and 

readability in dark mode.



Successes

1. SUCCESSFULLY 
IMPLEMENTED ROLE-BASED 

ACCESS CONTROL AND 
SECURITY CLEARANCE CHECKS.

2. DELIVERED FUNCTIONAL 
DARK MODE TOGGLE WITH 

PERSISTENT SETTINGS.

3. CREATED A SCALABLE AND 
MAINTAINABLE SCHEMA FOR 

FUTURE EXTENSIONS.

4. ENHANCED USER 
EXPERIENCE WITH INTUITIVE 

AND RESPONSIVE 
NOTIFICATIONS.



Resources Used

1. MDN Web Docs: Prefers Color Scheme Media 
Query
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https://developer.mozilla.org/en-US/docs/Web/CSS/@media/prefers-color-scheme
https://developer.mozilla.org/en-US/docs/Web/CSS/@media/prefers-color-scheme
https://developer.mozilla.org/en-US/docs/Web/CSS/@media/prefers-color-scheme
https://guides.rubyonrails.org/active_record_basics.html
https://guides.rubyonrails.org/active_record_basics.html
https://css-tricks.com/a-complete-guide-to-dark-mode-on-the-web/
https://css-tricks.com/a-complete-guide-to-dark-mode-on-the-web/
https://tailwindcss.com/docs/dark-mode
https://tailwindcss.com/docs/dark-mode
https://stimulusreflex.com/
https://stimulusreflex.com/


GitHub Repository

https://github.com/willmaddock/final-project/tree/Sprint02

https://github.com/willmaddock/final-project/tree/Sprint02

EXPLORE THE CODE AND PROGRESS FOR THIS 
SPRINT IN THE GITHUB REPOSITORY:

HTTPS://GITHUB.COM/WILLMADDOCK/FINAL-
PROJECT/TREE/SPRINT02

https://github.com/willmaddock/final-project/tree/Sprint02
https://github.com/willmaddock/final-project/tree/Sprint02
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